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UNDERSTANDING THE THREAT OF TAKEOVER ROBBERIES

In an ordinary bank robbery, one suspect passes a note to a teller demanding money; the 
average loss is typically less than $500. In takeover robberies, the loss is often more than 
$10,000, sometimes a great deal more. In many instances, the robbers bypass the teller 
cash drawers and directly enter the vault or force the bank manager to remove the money 
canisters from the automated teller machines (ATMs).

In a takeover robbery, the customers, as well as the bank employees, are considerably more 
traumatized because of the violence involved. When a bank robber hands a teller a note or 
shows a gun, generally the teller and the robber are the only people that even know a 
robbery is taking place. Although it is a horrible experience for the teller, the other employ-
ees and the customers are usually unaffected. 

On the other hand, when several suspects enter a bank, get everyone’s attention by firing 
shots into the ceiling or yelling for everyone to lie on the floor, and then violently forcing 
those who are not compliant to “hit the floor,” the general trauma level increases consider-
ably. Oftentimes, customers and employees are physically assaulted, causing considerable 
trauma to the victims and those around them. Consequently, by the time the lawsuits are 
settled, medical bills paid, and loss in productivity and customer confidence calculated, the 
expenses resulting from a takeover robbery are often staggering. 
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THE CASE FOR ROBBERY SUPPRESSION TEAMS

The question of how to deter, avert, and prevent robbery in financial institutions has long 
been a perplexing problem. In parts of Europe and South America, banks place heavily 
armed guards at entrance points and inside the branch. 

Banks also use mantraps, where a door is closed and locked behind the entering person 
before the next door is unlocked. At many financial institutions around the world, a guard 
with a fully automatic weapon stands in front of the bank or sits at a strategic location 
inside. In the United States, our society would not tolerate this option. Many security mea-
sures that other countries accept as part of everyday life are considered offensive and 
oppressive by most Americans. American robbery suppression methods must effectively 
limit armed robberies without offending the customers upon whom the banks depend for 
their livelihood.

Before the adoption of formal bank robbery suppression programs, many banks hired 
off-duty police officers to provide extra security, but there were numerous unforeseen 
problems. First, there was the problem of training. The officers who were working off duty 
tackled their role as police officers. Their approach was to maintain a low profile, surprise 
the robbers during the robbery, and then take them into custody. While this is generally 
effective for apprehending robbery suspects, it did little to deter or prevent actual robber-
ies. Because of the lack of training and direction for the officers, they made numerous 
mistakes that could have been fatal, not only for the officers, but for the bank personnel and 
customers as well.

Using members of law enforcement raises the question of liability as many remain officers 
when off-duty. Therefore, when working off-duty are police officers serving in their law 
enforcement capacity, as employees of the bank, or the third-party security provider? 
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THE THREAT OF LITIGATION AND
THE ENTRANCE OF PRIVATE SECURITY COMPANIES

Soon, the police departments sending off-duty officers for security work recognized the 
problem of liability. When there was an incident involving a shooting or confrontation, 
lawsuits invariably followed. Police departments found that they were defending their 
officers’ off-duty conduct more frequently than that of their normal duty. Consequently, 
many larger police departments prohibit their officers from working off duty as bank securi-
ty. As a result, the concept of bank robbery suppression by a private security company utiliz-
ing experienced and trained personnel was born out of necessity.

The core philosophy of the robbery suppression program is prevention as opposed to 
apprehension. To that end, agents position themselves outside the bank as a deterrent. 
Their main purpose is to identify potential robbers before they enter the bank and to 
discourage them from entering and committing a robbery. When establishing a robbery 
suppression team, numerous factors need to be addressed, including:
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SCREENING CANDIDATES FOR ROBBERY SUPPRESSION POSITIONS

Hiring appropriate personnel is a critical step in establishing a robbery suppression 
program. Selecting only current, retired, or former law enforcement officers seems like a 
logical choice; however, it is not always as easy as it might seem. 

Because of the nature of the program, many unsuitable individuals are attracted to the posi-
tion of Regional Security Officer (RSO). Consequently, regardless of law enforcement experi-
ence or affiliation, all individuals selected for the position of RSO must undergo background 
checks. Many individuals (including law enforcement officers) are psychologically unfit for 
the high pressure and stress related to the position, or they cannot endure standing outside 
in extreme weather for extended periods of time.

For liability purposes and to avoid safety and legal issues, psychological screening and drug 
testing should be a part of the RSO employment process, as well as requalification on their 
firearm every six months.
 
Establish policies and procedures and enforce them consistently. These policies and proce-
dures should, at a minimum, consist of the following:
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PROJECTING THE APPROPRIATE IMAGE

RSOs must always appear well groomed and professional. Their clothing should fit 
appropriately to allow for the complete concealment of their firearm. It should be loose 
enough to allow for the bullet-resistant vest to fit comfortably and inconspicuously 
under the officer’s clothing. A professional appearance establishes the commanding 
presence required to avoid problems before they occur. Jeans and tennis shoes are an 
example of inappropriate attire for an RSO.

During the cooler months, a conservative business suit is an option. However, in hotter 
climates, this might not be practical. During warmer weather, a dress shirt and slacks might 
be more comfortable for RSOs who are required to be outside most of the time they are on 
duty.  

SETTING THE STANDARDS IN
PERSONAL BEHAVIOR AND CONDUCT 
Operating procedures that describe expected conduct at the bank are an extremely import-
ant part of a robbery suppression program. They establish mandated procedures and guid-
ance for the RSOs while working. The operating procedures should also contain contact 
numbers for the law enforcement agency with jurisdiction in the area as well as the security 
company’s supervisors and other contacts within the company. Each RSO should follow the 
reporting process to capture and disseminate information about incidents and threat intel-
ligence to other RSOs working in the area.

Fraternization between the officers and bank personnel should be prohibited, as well as 
sexual harassment. RSOs are often assigned to banks after a serious or exceptionally 
violent incident. This creates a situation where the employees view the RSO as a kind of 
savior. This perception can create an unhealthy relationship. 

Multiple officers assigned to the same branch should not be inside the bank at the same 
time, unless the facility is large or on multiple levels. Most of the time, the suspects do not 
want to get into a confrontation and will divert their plans if they are aware of the officers. 
That is why it is so important that the officers conspicuously position themselves outside 
the bank as a deterrent.

There should also be operating procedures for officers involved in an incident, and their 
supervisor should be present before they discuss the case with law enforcement. A supervi-
sor should attend the incident to determine if there is a need for legal counsel before the 
officers make any statements. Supervisors should handle this requirement diplomatically 
and with great care. If not handled correctly, it can create hard feelings between the 
responding law enforcement officers and the RSOs. If handled appropriately, the police will 
understand and, within reason, accommodate the RSOs’ request. All requests for police or 
press interviews should be referred to either the area supervisor or the bank manager.
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THE ROLE OF A LAW ENFORCEMENT LIAISON 

A law enforcement liaison is an absolute necessity for a successful robbery suppression 
program.  These individuals back up the RSOs and investigate an incident. When they 
respond to a robbery-in-progress call, police officers need to know that there are 
armed RSOs at the bank. The law enforcement liaison also functions as a repository of 
intelligence regarding robberies or attempted robberies taking place within their area of opera-
tions.

JUSTIFYING THE INVESTMENT IN ONGOING TRAINING

Ongoing training should be established, maintained, and mandated for the RSOs. This 
should include firearms training and qualification, and should be an opportunity for man-
agement to address current issues involving the program. 

Regular training sessions help reinforce policies and procedures. This is also an opportunity 
to review and practice tactics. Through good training and practice, RSOs learn to improve 
their approach to robbery suppression. The training sessions should encourage the RSOs to 
think “if this happens, we do this” to develop an effective response. 

Since RSOs come from law enforcement, they have vast experience in the form of tactical 
response. Most of them have been doing criminal work for several years and, therefore, 
only need to modify their past training to the robbery suppression program and its objec-
tives. 

Once an incident begins to unfold, there is little time to figure out what to do next or how to 
respond. However, with the right training and practice, appropriate response occurs natu-
rally and automatically.  
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FIREARMS TRAINING AND EQUIPMENT REQUIREMENTS

When simulating actual working conditions of being in a business suit and taken by surprise, 
officers are required to engage two targets from the holster in less than two seconds. The 
equipment used by the RSOs is very important. They should carry firearms that are at least 
.38 caliber and no more than .45 caliber. Anything less than .38 caliber may not stop a 
suspect. If the RSOs must engage multiple armed aggressors, they do not want to have to 
shoot four or five times to incapacitate any one suspect.  

On the other hand, the officer does not want to contend with over-penetration, where the 
bullet goes through the suspect and injures a customer or bank employee. Therefore, when 
setting up a robbery suppression team, involve a qualified firearms instructor to train RSOs 
as well as provide recommendations as to the appropriate firearms and ammunition for the 
role.

Many officers carry more than one weapon, all with high-capacity magazines, and modify 
their holsters for quick release and rapid draw.

For the best interests of the security company, the bank, and the officers, all RSOs should 
wear bullet-resistant vests. A National Institute of Justice rating of Level II A should be the 
minimum requirement for the vests worn by the officers. The brand is unimportant if the 
maker complies with law enforcement standards for levels of protection.

Handcuffs and spare ammunition (in a quick loader or magazine) should also be required. 
Radios are another invaluable tool for the robbery suppression team. They allow the 
officers to communicate with each other and with bank personnel. Supervisors making their 
rounds should confirm that the RSOs have the required equipment. This process is neces-
sary for liability purposes as well as for the safety of the officers and the people they work 
with.
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Setting Expectations with Branch Employees  

When setting up a robbery suppression team at a bank, it is critical to train branch person-
nel on what the procedures are, what is expected of them, and what they can expect from 
the RSOs. This is sometimes a challenge because of the bank personnel’s preconceived 
ideas regarding the program. Initially, they often expect that the RSOs serve as their own 
private police force. This is not the case, and they must be aware of the program’s primary 
goals. The RSOs are there to prevent violent takeover robberies and ensure that no one is 
physically hurt. They are not there to arrest or apprehend bad check passers or scam 
artists. 

The RSOs will act as good witnesses only until there appears to be a danger of a physical 
confrontation; then they will step in to prevent bank personnel from being hurt. In theory, 
they are not concerned about the money or anything else having to do with the bank, except 
to ensure as much as possible that no one is placed in danger.

The bank personnel should be trained on how to use the radios. There should be one radio 
on each side of the teller line as well as in the possession of each of the RSOs. Tellers should 
be instructed on when to use the radio and when not to use it. Having a radio on each side 
of the teller line is critical. If the robber is behind the teller line, then the people behind the 
line cannot safely use the radio; instead, someone on the platform can alert the RSOs that 
a robbery is occurring. 

When starting a robbery suppression program at any bank, the security company supervi-
sor should be present on the first day to brief the bank personnel on the team’s mission and 
educate them on the use of the radio. The supervisor should also require the RSOs to rein-
force proper use of the radios on a regular basis.

Another aspect of a good robbery suppression program is recommending that the bank 
make use of professional psychological services. A trained trauma intervention psychologist 
can help the workplace quickly return to normal. These same professionals can be instru-
mental in determining if and when an RSO should return to work after a shooting incident. 
Not unlike law enforcement, any RSO involved in a shooting incident should have a cooling 
off period and a psychological evaluation. This protects the officer, the bank, and the securi-
ty company.  
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FirstCall Corporate Security and Advisory Services is a global business advisory and risk 
management company providing personal protection, workplace stability, and crisis advisory 
services to Fortune 1000 corporate security departments and family offices. With 25 years of 
experience in emerging and high-risk markets plus regional offices in 16 strategic locations 
around the world, FirstCall delivers confidence and peace of mind by providing experienced and 
trusted security professionals. FirstCall provides highly personalized solutions in response to the 
challenges of doing business in today’s fluid, global marketplace.

25+ years of experience solving complex security problems on a global scale
Global capability built through an international presence
More than half the Fortune 100 served
In-depth understanding of social, political, and economic conditions in each market we 
serve
Proven ability to attract, train, and promote the most talented professionals in our 
industry

•
•
•
•

•

Interested in learning how FirstCall can help you mitigate your security risks?
Contact us today at:

FirstCall Corporate Security and Advisory Services
One Sansome Street
Suite 3500 
San Francisco, CA 94104 - USA
Phone: +1 (415) 781-4300
Email:  mktglobal@firstcallcss.com
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