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An unidentified man just entered your company’s data center. In his right hand, he carries a 
small bottle of liquid. He proceeds to spray the entire contents of the bottle into the cooling 
vents of your company’s servers. Within minutes, the servers fail and shut down the com-
pany’s entire operations.

Does this situation sound too far-fetched?

It actually happened at Frost and Sullivan, a market research company based in Oxford, 
England. When the company denied its controller, Edward Sobolewski, a pay increase, he 
settled the score by spraying household cleaner into the company’s servers on numerous 
occasions. After several IT outages, the company installed security cameras and caught 
Sobolewski entering the company’s server room on a Saturday with a bottle of household 
cleaner in his hand.

While such events of sabotage rarely occur, the damage that results when they do happen 
can have catastrophic consequences. Often, security gaps exist between a company’s infor-
mation security program and its physical security protocol that facilitate the kind of breach-
es that occurred at Frost and Sullivan. In these situations, controlling access to the data 
center remains the responsibility of the Chief Information Officer (CIO) and the IT depart-
ment, while policing the exterior of the building falls under the domain of the Chief Security 
Officer (CSO) and the physical security department.

What might happen if an employee, someone like Sobolewski, for instance, decides to 
sabotage your company’s servers? Could they gain access to the company’s data center? 
What if a competitor plans to steal critical documents, such as the blueprints for a new 
product? Could they gain access to your company’s offices and remain undetected long 
enough to download data to an external drive?

1 http://www.telegraph.co.uk/news/uknews/crime/9845363/Disgruntled-
employee-spends-three-years-destroying-work-computers-with-Cillit-Bang.html
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IDENTIFYING PHYSICAL SECURITY GAPS USING RED TEAMS

THE IMPORTANCE OF PREPARATION

Regardless of the type of potential attack, companies can take steps to prevent physical 
security breaches and the damage that can result. Increasingly, companies use “red teams” 
to test their physical security and identify gaps in their ability to prevent unauthorized 
access.

First created in the government sector, a red team seeks to capture an unvarnished picture 
of a company’s state of physical security readiness. To ensure that they conduct an accurate 
and complete assessment, red teams normally perform their work covertly, only notifying a 
small group of employees about their plans.

Physical Penetration Testing (PPT) is a more sophisticated version of a red team and 
involves identifying the effective, ineffective, and redundant security options currently in 
place. PPT includes providing a detailed report of findings and recommendations and then 
forming a partnership with a security system provider to implement meaningful and cost-ef-
fective changes.

To conduct either PPT or a red team exercise, companies often turn to experienced security 
firms with extensive experience in the corporate arena. Engaging an unbiased third party 
helps ensure the element of surprise and allows a company to benefit from the security 
firm’s experience in conducting similar exercises for other businesses across a range of 
industries. By uncovering weaknesses in their physical security, companies have the oppor-
tunity to shore up gaps and avoid becoming the victim of an attack.

Typically, prior to conducting a red team exercise, a corporate security firm meets with the 
company’s executives to gain an understanding of the organization’s state of security 
defenses. Depending on the security firm’s approach to red team penetration testing, it may 
provide a window of dates during which it plans to conduct its test or it may only provide a 
date on which it plans to submit a report detailing its findings. The security firm will likely 
request the name of a company executive to call in the event that an employee discovers a 
member of the red team during the exercise. This step avoids employees attempting to 
retain a member of the red team by force or the unnecessary involvement of law enforce-
ment when, in fact, executives sanctioned the red team exercise.

To test a company’s defenses as they 
would be set up if the organization faced 
an actual attack, the red team will employ 
as many real-world tactics as possible. Be 
prepared for the red team to utilize a 
range of tactics, including trickery and 

deceit, during the exercise.



BRIDGING THE GAPS THE RED TEAM UNCOVERS

The first step in the process is to identify areas for improvement. In addition to testing a 
company’s defenses, some corporate security firms can also help the company bridge the 
gaps. Determine the extent of the role you envision the security firm performing before 
signing an engagement letter.

Most corporate security providers adhere to a set of ground rules that reduce the potential 
for injury to employees or members of the red team. With that in mind, minimize the 
number of restrictions placed on the security provider’s efforts. Failing to do so may result 
in the red team exercise failing to uncover pervasive security weaknesses which, in turn, 
leave the company in a weakened state for others to exploit.

Always ensure that access to the final report detailing the state of the company’s physical 
defenses remains limited to senior executives and those with a specific role to play in the 
remediation process. While it is unlikely that the report will end up in the hands of someone 
who plans to attack the company, the intelligence included in a red team’s report is sensitive 
and may cause unnecessary embarrassment for department heads whose operations 
appear to be the most exposed.

Conducting a red team exercise provides critical intelligence that companies can use to 
harden their physical security defenses. Further, maintaining an effective physical security 
requires periodic assessment designed to validate the approach and uncover inherent 
weaknesses. The longer a gap exists – regardless of when it developed - the higher the 
probability that someone will exploit it.
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While many security firms offer ancillary services 
that may benefit your company in the future, to 
avoid the cost overruns of “scope creep” (an 
increase in the security firm’s role without a 
company’s explicit approval), take the steps 
needed to document the scope of the initial project.
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ABOUT FirstCall CSS

FirstCall Corporate Security and Advisory Services is a global business advisory and risk 
management company providing personal protection, workplace stability, and crisis advisory 
services to Fortune 1000 corporate security departments and family offices. With 25 years of 
experience in emerging and high-risk markets plus regional offices in 16 strategic locations 
around the world, FirstCall delivers confidence and peace of mind by providing experienced and 
trusted security professionals. FirstCall provides highly personalized solutions in response to the 
challenges of doing business in today’s fluid, global marketplace.

25+ years of experience solving complex security problems on a global scale.
Global capability built through an international presence.
More than half the Fortune 100 served.
In-depth understanding of social, political, and economic conditions in each market we 
serve.
Proven ability to attract, train, and promote the most talented professionals in our 
industry.
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Interested in learning how FirstCall can help you mitigate your security risks?
Contact us today at:

FirstCall Corporate Security and Advisory Services
One Sansome Street
Suite 3500 
San Francisco, CA 94104 - USA
Phone: +1 (415) 781-4300
Email:  mktglobal@firstcallcss.com
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