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EXECUTIVE SUMMARY

For over a decade, companies operating in Mexico have faced an increasingly unstable 
environment. With the election of Andrés Manuel López Obrador, there’s hope that the 
country may begin laying the groundwork to reduce the tight grip organized crime gangs 
have over much of the country.

Notwithstanding the potential for the new president to create a better future, given the 
record-breaking levels of violent crime, coupled with widespread corruption of the police, 
judiciary, and politicians, travel to Mexico requires a deep understanding of the threat 
landscape and the means to mitigate the risks of entering such a volatile environment.

OVERVIEW OF CURRENT SECURITY CONDITIONS

Source: https://travelmaps.state.gov/TSGMap/?extent=-124.207939566,14.44327709,-84.313397286,33.446969624
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Some call it a civil war; others, a criminal insurgency. Regardless of the term people use 
for the violence in Mexico, the mortuaries overflow with the dead, and the country 
remains in the grips of a crime epidemic that successive governments have yet to tackle 
effectively. 1 While estimates of the number of murders vary by government agency, 
security experts and news outlets, including the Economist and the Guardian, expect 
the number of homicidio culposo, or culpable homicides, to exceed 30,000 in 2018.2, 3

While the murder rate provides one measure of Mexico’s current state, the country’s 
weak judicial system, rampant political corruption fueled by organized crime, 
fragmented approach to law enforcement, and unchecked theft of oil from pipelines as 
well as freight bound for the United States all point to a country on the verge of a crisis.

Nonetheless, the recent election of Andrés Manuel López Obrador, or AMLO as he is 
known, could herald a new era of prosperity and security for a nation in desperate need 
of a leader with the ability to narrow the gap between the “haves” and “have-nots” and 
confront the growing number of violent organized crime gangs.

To that end, the incoming president has already promised 50,000 new members for the 
country’s security forces and launched a recruitment campaign to that effect on 
December 1, the same day he accepted his new role as President.4 Given the current 
state of the local police forces, many of which lack training, equipment, and officers, the 
President-Elect has already backtracked on one of his campaign promises to reduce 
the role of the armed services in the country’s drug war.5 Instead, AMLO plans to 
gradually withdraw the military from the role they’ve held for the past 12 years. What 
shape the drawdown takes and how long it might last remain unknown.6 

1 https://www.npr.org/2018/10/10/656284029/mexicos-morgues-are-overflowing-as-its-murder-rate-rises
2 https://www.theguardian.com/world/2018/jul/23/mexico-crime-homicides-violence-up-report
3 https://www.economist.com/the-economist-explains/2018/05/09/why-mexicos-murder-rate-is-soaring
4 https://mexiconewsdaily.com/news/new-government-will-recruit-50000-youths/
5 http://www.digitaljournal.com/news/world/mexico-s-amlo-says-army-still-needed-to-fight-crime/article/530332
6 https://mexiconewsdaily.com/news/more-soldiers-on-the-streets/
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On December 1, 2018, AMLO and his administration assumed the incredibly difficult 
task of turning around a dire security situation. Mexico’s last two presidents, Felipe 
Calderón and Enrique Peña Nieto, spent significant portions of their terms in office 
tackling the country’s growing murder rate and powerful cartels. In fact, President 
Enrique Peña Nieto campaigned with a commitment to end the country’s drug war. And 
while both presidents accomplished modest successes, including the capture of the 
heads of the major drug cartels responsible for much of the country’s crime and 
instability, today, the number of homicides continues to grow at a steady rate.

Nevertheless, AMLO wants to do something that neither Calderón nor Nieto would 
entertain: the legalization of the possession, use, growth, and sale of cannabis. And 
while the bill has a long way to go before it becomes law, including two committee 
hearings and a vote, it may offer the country a way to stop the violence plaguing much 
of the country.

MEXICO’S APPROACH TO SECURITY

When the United States extradited Joaquín “El Chapo” Guzmán, it triggered an internal 
war for control of the Sinaloa cartel, one of the country’s most violent and feared 
criminal enterprises. The extradition followed a familiar approach, where the United 
States partners with a government to the south of its border to kill or capture the head 
of a drug cartel.

While removing the head of a cartel throws an organization into a state of confusion, 
rival factions emerge in the resulting power vacuum, with each “splinter” engaging in a 
bloody internal war for control of the lucrative drug trafficking routes leading to the 
cartels’ primary market, the United States.

The unintended consequence of dismantling the cartels was the creation of as many as 
400 smaller criminal enterprises in their wake. The splintering of the cartel into smaller 
groups has made law enforcement’s work harder, as the smaller groups operate using 
a far smaller footprint, making their efforts more difficult to detect.



For the former cartel members who have lost control of the drug trade, there’s a pressing 
need for new sources of revenue. This has led to increases in the extortion of 
businesses, kidnapping, theft of goods bound for the United States, and most lucrative 
of all, the tapping of oil pipelines owned by PEMEX, the country’s state-owned petroleum 
company. In 2017 alone, organized crime gangs created 10,363 illegal taps. Just five 
years ago, the number of illegal taps was around 1,600.7 Experts believe PEMEX loses 
as much as $1.6 billion a year to theft.8 In turn, criminals use their own distribution 
network to sell the oil on the black market, often to gas station owners intimidated by the 
gangs into accepting the stolen commodity, usually at inflated prices.

Similar to the drug trade, which required the cartels to corrupt local politicians and law 
enforcement, diversifying their source of revenue requires criminal gangs to exert control 
over cities and regions and the people who govern and police them. Consequently, when 
it comes to ensuring the effectiveness of state and local law enforcement, police chiefs 
face a significant uphill battle. Corruption exists at every level – from the cop on the 
street to the judge on the bench.

In June 2018, in the aftermath of a mayoral candidate’s assassination, the Michoacán 
State Police immediately detained all 28 municipal officers for being complicit in his 
murder.9 And in September, Mexican authorities replaced Acapulco’s local police force 
with officers from the state and the military.10 Some viewed this step as long overdue. 
Despite its past as a frequent destination for Hollywood movie stars, in 2017, Acapulco 
experienced 941 homicides, or 107 per 100,000 inhabitants, which is 15 times the rate 
of Los Angeles.11, 12

7 https://www.nytimes.com/2018/02/07/world/americas/mexico-illegal-fuel-taps.html
8 https://www.argusmedia.com/en/news/1788462-mexico-exemplifies-growing-global-fuel-theft?backToResults=true
9 https://www.independent.co.uk/news/world/americas/mexico-town-police-force-mayor-murder-fernando-angeles-juarez-ocampo-detain-latest-a8415226.html
10 http://www.latimes.com/world/mexico-americas/la-fg-mexico-acapulco-20180926-story.html
11 https://www.telegraph.co.uk/news/2018/09/26/marines-swoop-acapulco-entire-citys-police-force-placed-investigation/
12 http://www.latimes.com/world/mexico-americas/la-fg-mexico-acapulco-20180926-story.html
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THE THREAT LANDSCAPE IN THE NEXT 12 MONTHS

Much remains unknown regarding how the country’s security might change under a new 
administration. Regardless of the actions AMLO takes, with the war on drugs entering its 
13th year, the country must face deep-seated problems in its economy, judicial system, 
and law enforcement. 

For those reasons, change will not happen overnight. In the meantime, we remain 
cautiously optimistic yet anticipate limited changes in Mexico’s threat landscape in 2019. 
We visualize that the violent reaction of the Organized Crime, in the short term, may 
increase as a result of the mitigation actions that the Government takes and may end up 
affecting collaterally the operations in certain states of the Republic.Consequently, we 
advise business executives traveling or living in Mexico to exercise extreme caution, 
which for some, may mean the adoption of enhanced security measures at home, in the 
office, and wherever their work takes them in the country.

KIDNAPPING

Kidnapping reached a record high in early 2013. According to Alto Al Secuestro, a non-
government agency dedicated to eradicating kidnapping in Mexico, as of September 
2018, the average number of kidnappings per month was 122, down from a high of 301 
in March 2013.13

13 http://altoalsecuestro.com.mx/wp/wp-content/uploads/2018/10/SEPTIEMBRE-2018.pdf



However, statistics don’t tell the whole story. Most kidnappings go unreported due to 
lack of faith in law enforcement. Nonetheless, while most kidnappings involve locals, it 
is a crime of opportunity, meaning that if criminals spot someone in public they believe 
possesses wealth, they may seize the opportunity to stage a kidnapping. And since 
many municipal and some state police departments are under the control of organized 
crime gangs, in the event of a kidnapping, law enforcement may show little interest in 
helping to secure an individual’s release or tracking down his or her assailants.

Further, as the chart from Alto Al Secuestro shows, certain parts of the country 
experience far more kidnappings than others, with “express kidnapping,” which involves 
holding individuals for 24 to 48 hours and forcing them to withdraw from an ATM the 
maximum amount allowed by their bank, happening frequently in certain cities including 
Mexico City. Various news outlets and government agencies also report an increase in 
the number of virtual kidnappings, which involve a criminal pretending to have 
kidnapped a family member to extort a ransom payment.

Consequently, for business executives traveling to kidnapping hotspots, maintaining a 
low profile and engaging a local driver with intimate knowledge of the area could make 
the difference between becoming a statistic and making it home safely.

It is important to mention that the kidnappings of foreigners, according to Embassy 
reports,  are still very low. 

http://altoalsecuestro.com.mx/estadisticas/

States of the Mexican Republic
with the highest number of kidnappings
December 2012 - September 2018

2. Tamaulias 1,301
Population: 3 441 698

3. Veracurz 1,286
Population: 8 112 505

5. CDMX 854
Population: 8 918 653

7. Tabasco 578
Population: 2 395 272

6. Morelos 693
Population: 1 903 811

4. Guerrero 969
Population: 3 533 251

1. Edo. de México 2,611
Population: 16 187 608

8. Michoacán 445
Population: 4 584 471
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HOMICIDES

As discussed previously, the number of homicides continues to grow at an alarming 
rate, in large part due to the fragmentation of the once-dominant cartels and resulting 
turf wars. Nonetheless, their willingness to murder rivals, law enforcement officers, 
and politicians, as well as members of the general public, is how organized crime 
gangs continue to retain and expand their grip on the cities and regions where they 
operate. Homicides will not drop until the government takes steps to eradicate 
organized crime gangs.
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VICTIMS OF CRIME IN 2018

INTENTIONAL HOMICIDE

WITH A FIREARM

WITH A KNIFE

WITH ANOTHER ELEMENT

2,548

JANUARY FEBRUARY MARCH APRIL MAY JUNE JULY

21,943 22,247 25,589 25,175 27,012 24,940 25,336

2,393 2,753 2,732 2,896 2,666 3,023

1,834 1,706 1,948 1,905 1,973 1,916 2,112

432 429 511 503 544 482 555

239 226 270 275 317 243 322

AUGUST SEPTEMBER

25,303 25,203

19,538 19,899 22,960 22,160 24,018 22,178 22,412 21,858 22,323

2,864 2,894

2,026 2,047

511 537

273 278

NOT SPECIFIED 43 32 24 16 7 5 15 6 10

CULPABLE HOMICIDE

WITH A FIREARM

WITH A KNIFE

TRANSIT ACCIDENT

1,314 1,366 1,590 1,429 1,491 1,318 1,381

11 10 24 16 7 5 15

583 1,000 1,236 1,092 1,102 990 1,028

1 6 0 1 4 0 2

1,290 1,337

8 10

1,061 1,028

NOT SPECIFIED 37 20 20 10 16 14 20 18 18

1 3

WITH ANOTHER ELEMENT 282 290 310 310 362 306 316 208 278

VICTIMS OF CRIME

3,842 3,779 4,343 4,161 4,387 3,984 4,404 4,160 4,231HOMICIDE

MONTHLY VICTIMS

TYPE OF CRIME AND MODALITY
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While the homicide rate could grow unabated in the short term under AMLO, the 
government’s decision to hire 50,000 new recruits for the country’s security forces as 
well as the decision to create a unified command and control structure to encompass 
federal, military, naval, state, and municipal police are steps in the right direction.14 
Nonetheless, with the number of homicides reaching record-breaking levels, the 
impact of more police on the streets and better oversight and accountability within law 
enforcement overall may take years to bear fruit.

http://secretariadoejecutivo.gob.mx/docs/pdfs/nueva-metodologia/CNSP-V%C3%ADctimas-2018.pdf

14 https://mexiconewsdaily.com/news/new-government-will-recruit-50000-youths/



EXTORTION

Extortion remains a pressing problem for many businesses operating in Mexico. In fact, in 
recent months, several major corporations quietly reduced the size of their operations or 
pulled out of the Mexican market entirely.15, 16, 17 This does not bode well for AMLO’s plans 
to stimulate economic growth and narrow the chasm between the country’s rich and poor, 
which he believes is one of the driving forces leading citizens to a life of crime and 
allowing organized crime gangs to thrive.18

Since criminals extort individuals at every level of a company, businesses operating in 
Mexico must develop a protocol for how to report and respond to extortion. While some 
companies exit Mexico to avoid becoming a victim, given AMLO’s focus on the economy 
and the country’s security situation, multinationals may soon receive far greater protection 
from extortion from the country’s law enforcement than under prior governments.

15 https://www.reuters.com/article/us-mexico-violence/businesses-turn-up-heat-on-mexican-government-over-crime-surge-idUSKCN1IU031
16 https://mexiconewsdaily.com/news/ford-closes-dealership-due-to-insecurity-extortion/
17 https://www.pressherald.com/2018/06/14/top-soda-distributors-abandon-thirsty-mexico-city-amid-cartel-extortion-efforts/
18 https://www.bloomberg.com/news/articles/2018-08-09/amlo-changes-course-on-mexican-security-after-bloodiest-decade
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RECOMMENDATIONS FOR EXECUTIVES LIVING OR WORKING IN MEXICO

Based on our experience, we recommend that executives traveling to Mexico embrace 
the following eight best practices:

Research your destination before leaving home. Obtain relevant 
data from government agencies and gather information about routes 
and travel times from the hotel to your workplace. Consider engaging 
a local security firm to conduct onsite inspections prior to your arrival.

Bring one credit or debit card and keep a low balance
($600, for example).

Do not use ATMs on isolated streets. Carry a limited amount of cash.

Do not use the airport currency exchange.

Do not store personal information on cellular devices.

Store your personal ID in a different place from your money and 
credit/debit card.

Lower your personal profile. Avoid displaying indicators of wealth 
such as expensive-looking jewelry, watches, or cameras.

Do not carry business cards indicating your position or family 
photographs in your wallet.

Do not take taxis on the street, use UBER or a similar service.
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CONCLUSION

The wave of optimism created by the election of Andrés Manuel López Obrador 
provides a welcome respite from the never-ending violence that has enveloped the 
country since 2006. Whether the new president possesses the political support to bring 
about sweeping changes to improve Mexico’s security situation remains to be seen. 

With the National Registry of Missing and Disappeared Persons reporting 37,345 
missing people, including over 6,600 children, and organized crime holding sway over 
every aspect of daily life and commerce, Mexico is long overdue for fresh thinking and 
a new approach to solving its security problems.19

19 https://www.theguardian.com/world/2018/oct/05/mexico-missing-children-data-latest
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MITIGATING THE RISKS OF TRAVEL IN MEXICO

Protecting business executives traveling in Mexico requires a detailed understanding 
of the threat landscape as well as the ability to deploy appropriate security measures 
as needed. As part of a comprehensive security program, many executives use 
dedicated security apps on their phone. Here are the types of features that dedicated 
security apps include:

The corporate security vendor providing the security app should have its own global 
security operations center (GSOC), staffed with a highly trained and vetted team of 
bilingual advisors with extensive specialized security experience. Those advisors must 
have access to local resources and the ability to make sound and rapid decisions to 
help executives in need.

In addition to smartphone apps, some companies require their executives to carry 
personal GPS devices and travel in cars equipped with dedicated vehicle GPS 
solutions. Given the sophistication of today’s technology, a number of solutions exist to 
keep track of executives traveling in hostile environments. Contact 
presidency@firstcallcss.com to learn more about the apps and GPS devices FirstCall 
provides companies to protect executives traveling abroad.

Pinpoint accuracy regarding an executive’s location using the phone’s 
built-in GPS
One-touch SOS button that notifies a local dispatch center and 
provides the cellphone user’s location
In an emergency situation (assault, kidnapping, traffic accident), 
subscribers can establish video and text communications with a 
dispatch center
Customized security and safety alerts based on an individual’s location 
Geo-fencing capabilities with the ability to send an alert if breached
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ABOUT FIRSTCALL CSS

FirstCall Corporate Security and Advisory Services is a global business advisory and 
risk management company providing personal protection, workplace stability, and crisis 
advisory services to Fortune 1000 corporate security departments and family offices. 
With 20 years of experience in emerging and high-risk markets plus regional offices in 
16 strategic locations around the world, FirstCall delivers confidence and peace of mind 
by providing experienced and trusted security professionals. FirstCall provides highly 
personalized solutions in response to the challenges of doing business in today’s fluid, 
global marketplace.

Interested in learning how FirstCall can help you mitigate your security risks? 
Contact us today at:

FirstCall Corporate Security and Advisory Services
One Sansome Street
Suite 3500
San Francisco, CA 94104 - USA
Phone: +1 (415) 781-4300
Email: presidency@firstcallcss.com

20+ years of experience solving complex security problems on a 
global scale
Global capability built through an international presence
More than half the Fortune 100 served In-depth understanding of 
social, political, and economic conditions in each market we serve
Proven ability to attract, train, and promote the most talented 
professionals in our industry
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