
PHYSICAL PENETRATION 

TESTING
UNCOVERING YOUR SECURITY WEAKNESSES 
BEFORE ADVERSARIES DO
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RE-EXAMINE YOUR SECURITY PROGRAM TO DETECT THE GAPS

Every day, despite the existence of multi-layered security programs, companies succumb to 

attacks that expose their employees, executives, and critical data to harm from unauthorized 

third parties. Deploying an effective security program involves considerable time, effort, and 

expense. Yet, despite an appreciation for the range of threats and considerable investment in 

robust security programs, adversaries often overcome even the most sophisticated defenses.

MORE THAN JUST A “RED TEAM EXERCISE”

Using a broad range of tools, tactics, and capabilities, a Physical Penetration Testing (PPT) allows 

your organization to see its defenses through the eyes of an adversary. It employs a variety of 

techniques to simulate the actions of a would-be attacker who seeks to harm your business, 

facility, or personnel. FirstCall’s PPT helps companies identify ineffective and redundant security 

tactics. It involves a comprehensive program of surveillance, testing, and assessment, which 

enables organizations to take steps toward maximizing their return on security-related 

expenditures. At the conclusion of the field exercise, FirstCall provides a written report that 

summarizes the scope of the testing, lists the vulnerabilities uncovered, and provides 

recommendations on security enhancements. FirstCall’s report provides companies with the 

critical intelligence they need to implement meaningful and cost-effective changes.

PPT Program Outline

Day One: 

FirstCall canvases the neighborhood to determine locations of security personnel and to develop 

a profile of the company’s security program.

Day Two: 

Agents make an initial incursion of the facility’s perimeter to test the company’s response.

Day Three: 

Agents attempt to enter the property and reach the facility before being detected or intercepted.
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ENSURING EMPLOYEE SAFETY AND BUSINESS CONTINUITY

FirstCall’s PPT takes place under the supervision of a director within FirstCall’s Security Services 

Group. The safety plan involves providing prior notice to the company’s security team leader on 

duty at the time FirstCall’s agents plan on entering the facility. This allows the company’s security 

function to call off the test before it escalates to an incident that impacts business continuity.

ABOUT FirstCall CSS

FirstCall Corporate Security and Advisory Services is a global business advisory and risk 

management company providing personal protection, workplace stability, and crisis advisory 

services to Fortune 1000 corporate security departments and family offices. With 20 years of 

experience in emerging and high-risk markets plus regional offices in 16 strategic locations 

around the world, FirstCall delivers confidence and peace of mind by providing experienced and 

trusted security professionals. FirstCall provides highly personalized solutions in response to the 

challenges of doing business in today’s fluid, global marketplace.

20+ years of experience solving complex security problems on a global scale

Global capability built through an international presence

More than half the Fortune 100 served

In-depth understanding of social, political, and economic conditions in each market we 

serve

Proven ability to attract, train, and promote the most talented professionals in our 

industry
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Interested in learning how FirstCall can help your company manage the threat of 

workplace violence? Contact us today at

FirstCall Corporate Security and Advisory Services

One Sansome Street

Suite 3500 

San Francisco, CA 94104 - USA

Phone: +1 (415) 781-4300

Email: info@firstcallcss.com 
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