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Recent changes in Mexico's energy policy signify the beginning of an era of open competition and 

potential riches for oil and gas exploration companies with an interest in tapping into the 

country's abundant natural resources.

While the potential return on investment will undoubtedly attract many companies eager to 

establish operations in Mexico, the country's security situation creates a number of challenges 

for even the most experienced multinationals.

New entrants face a host of threats including sabotage, extortion, and employee collusion in the 

black market energy trade. The potential for social unrest also exists as the populace reacts to the 

decline of Petroleos Mexicanos (Pemex), the state-owned petroleum monopoly, and experiences 

the impact of foreign competition.

Given the magnitude of the threats facing oil and gas companies in Mexico, ensuring the safety 

and security of employees and executives as well as protecting critical infrastructure requires a 

methodical approach.

This paper provides an overview of the country's decision to open its energy markets to foreign 

competition, the current security situation and the Mexican government's plans to tackle 

organized crime, and the benefits of selecting a global security firm with a local presence to 

protect a company's people and physical assets.
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ENDING GOVERNMENT CONTROL OF MEXICO'S ENERGY MARKETS

During his presidential campaign, Enrique Pena Nieto repeatedly promised voters that if elected 

he would enact a law to loosen government control of the energy sector. Less than two years after 

entering office, President Nieto signed legislation ending the monopoly held by Petroleos 

Mexicanos and opened the country's energy markets to competition and cooperation with 
1foreign companies . In addition to opening the energy sector to foreign companies, observers 

also expect Mexican companies to take advantage of the government's newly enacted energy 
2policies .

The energy legislation sets aside certain oil fields for exploitation by Pemex, and it remains 

unclear how many companies will enter the Mexican market. However, what is clear is that 

Mexico continues to struggle with the realities of a long- running and exceptionally violent war 

with organized crime.

While President Nieto continues to take steps to reduce violence, such as the creation of the 
3 4National Gendarmerie , recent high-profile murders, including the disappearance of 43 students  

and the alleged killing of 22 civilians by the Mexican army, continue to place pressure on the 
5government to do more .

1. http://rt.com/business/179824-mexico-signs-energy-reform-law/

2. http://www.bloomberg.com/news/articles/2015-02-26/black-gold-next-frontier-for-top-billionaires-corporate-mexico

3. http://www.utsandiego.com/news/2014/sep/05/gendarmerie-mexico-baja-california-organized-crime/

4. http://www.cnn.com/2015/01/28/americas/mexico-missing-students/

5. http://www.latimes.com/world/mexico-americas/la-fg-mexico-soldiers-june-killings-20140925-story.html

Based on recent opinion polls, President Nieto has a long road ahead of him in convincing the 

country that his administration is governing effectively and winning the war against organized 
6crime. In a recent survey, 85 percent of Mexicans said they do not trust the president . Reforma, a 

Mexican newspaper, recently reported an exponential increase in violent crimes under President 
7Nieto . Further, Uno Mas, a Mexican news outlet, estimates that over two million people have 

relocated within the country or moved overseas due to violence associated with organized crime 
8syndicates .

Given the country's security situation and the border it shares with the United States, discussions 

between the two countries often focus on the Mexican government's efforts to curtail organized 

crime. In recent talks held in early 2015 between President Obama and President Nieto, the 
9country's security remained a hot topic . During those talks, President Obama voiced the 

continued support of the United States for Mexico's attempts to “eliminate the scourge of 
”10violence and the drug cartels that are responsible for so much tragedy inside Mexico .
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THE OPPORTUNITY IN MEXICO'S OIL AND GAS SECTOR

According to the U.S. Energy Information Administration, Mexico is among the world's 10 largest 

oil producers and ranks behind only the United States and Canada in oil production in the 

Americas. With substantial proven reserves of 13.44 billion barrels, considerable onshore and 

offshore fields, and largely untapped natural gas reserves, Mexico's oil and gas sector possesses 
11, 12, 13much potential .

While estimates of proven and unproven fields of oil and gas vary, many well-known companies 

have already announced their intention to establish operations in Mexico. Notwithstanding the 

recent decline in the price of oil and natural gas, market conditions will, at some point, support 

exploration of Mexico's natural resources.

6. http://www.telesurtv.net/english/news/Survey-85-of-Mexicans-Dont-Trust-President-Pena-Nieto-20150117-0026.html

7. http://www.telesurtv.net/english/news/Violence-on-the-Rise-in-Mexico-Under-Pena-Nieto-20150224-0027.html

8. http://www.telesurtv.net/english/news/Violence-in-Mexico-Has-Resulted-in-Two-Million-Displaced-Mexicans-20141020-0034.html

9. http://www.usnews.com/news/articles/2015/01/06/mexican-president-enrique-pena-nieto-visits-president-barack-obama

10. http://www.whitehouse.gov/blog/2015/01/06/president-obama-and-president-pe-nieto-mexico-meet-white-house

11. http://www.bloomberg.com/news/articles/2015-01-15/pemex-alumni-ready-to-profit-from-oil-opening-corporate-mexico

12. http://www.bnamericas.com/news/oilandgas/mexicos-oil-gas-reserves-could-be-second-only-to-arctic-ey

13. http://www.bloomberg.com/news/articles/2014-07-25/pemex-posts-7th-straight-quarterly-loss-on-lower-output

UNDERSTANDING THE THREATS THAT AWAIT 

COMPANIES IN MEXICO

Multinationals with a presence in Mexico are painfully aware of the high number of kidnappings, 

extortion, and homicides throughout the country. With an extensive illicit drug trade and the 

government's ongoing efforts to unseat organized crime from its position of power, there 

appears to be no end in sight to the violence that often targets multinationals.

In addition to the risks that all companies bear, entrants to Mexico's oil and gas sector will face 

sector-specific risks.

While the scale of the problem remains unknown, Mexican officials estimate that organized crime 

illegally tapped pipelines and stole tanker trucks causing estimated losses of $1.1 billion14 

between 2012 and 2013. While these types of thefts take place in many oil-producing countries, 

organized crime in Mexico reportedly has the ability to industrialize its approach, which includes 

purchasing fleets of tanker trucks to transport stolen products. In order to combat such thefts, 
15Pemex recently announced that it intends to transport unfinished fuel through its pipelines .

Sabotage and Energy Theft.
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Bribery and Corruption.

Perpetrating energy theft without triggering an explosion requires technical expertise. While 

some organized crime entities may have members with the relevant experience, others bribe or 

blackmail oil and gas employees to help with thefts.

An employee may lend their expertise at the theft site, or they may ignore an alarm triggered by a 

drop in pressure within the pipeline, indicating the siphoning of product. Regardless, similar to 

the “tried-and-tested” tactics that organized crime use to corrupt the police, members of the 

armed forces, and border security guards, its members know how to corrupt individuals within a 

large organization to facilitate their goals.

Mexico is among the world's 10 largest oil producers and ranks behind only the 

United States and Canada in oil production in the Americas, according to the

U.S. Energy Information Administration.

14. http://www.eia.gov/countries/cab.cfm?fips=mx

15. http://www.bbc.com/news/world-latin-america-31513937

Civil Unrest.

Given the scope and impact of President Nieto's Energy Reform bill, the country is not united in 
16seeing it as a positive development . Concerned Pemex employees, labor unions, and many 

citizen groups fear that the bill will favor foreign companies and result in exploration for the sole 

benefit of overseas' interests. While opposition to the bill has lessened, the country remains 

divided about it, and the entrance of foreign oil and gas companies may ignite renewed 
17opposition  within the electorate.
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SELECTING A SUITABLY QUALIFIED SECURITY FIRM

Given Mexico's security situation, companies that intend to establish operations there must 

dedicate appropriate resources to ensuring the safety and security of their employees, 

executives, and physical assets. The sheer size of the country and the remoteness of where the 

country's oil and gas reserves exist pose particular security challenges, especially when 

organized crime controls vast swaths of the resource-rich countryside.

Addressing security risks in Mexico requires engaging a firm with the local knowledge and 

experience to meet the varied and complex needs of multinationals, including the ability to 

provide the appropriate level of support and guidance regardless of where in the country the 

multinational needs assistance.

As an example of the services such a firm can provide, given the need for oil and gas employees to 

travel to remote locations, the security firm can help companies identify and implement a vehicle 

GPS tracking solution. The solution should offer a two-way connection with a trained security 

specialist who possesses the advanced training needed to respond to an assault, a kidnapping, a 

medical emergency, or other crisis and the wherewithal to direct police or other emergency 

services to the scene.

Besides conducting advanced site visits, a security firm should gather real-time intelligence 

regarding the employees' primary and secondary travel routes – including escape routes, 

distance to the nearest hospitals, and designated rallying points. The firm can also help identity 

alternate methods and modes of transportation to avoid potential risks. A security firm should 

possess in-depth knowledge of the areas that the company's personnel travel to most frequently. 

The firm's practical experience should encompass corporate locations in major cities as well as 

the primary field locations across Mexico.

Finally, aside from access to highly trained security professionals who understand the practical 

realities of providing protection to multinationals, a professional security firm can overcome 

language barriers many multinationals face.

With advance assessments, contingency planning, and real-time intelligence, security firms play a 

critical role in incident avoidance and delivering the highest level of security for in-country 

employees.

While the cost to implement an effective security response will pale in comparison to the revenue 

and net profit that a company can generate by tapping into the country's resources, to prepare an 

accurate analysis of the cost of doing business in Mexico security-related planning must begin 

well before a company establishes in-country roots.
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While some markets allow multinationals to avoid engaging a security firm, failing to do so in 

Mexico would expose a company and its employees to a broad range of severe and life-

threatening risks. Alternatively, engaging a security firm with a limited portfolio of skills may 

result in organized crime targeting the company due to is inability to deploy a suitably dynamic 

and responsive security program.

16. http://www.bbc.com/news/world-latin-america-25180472

17. http://www.bbc.com/news/business-28785506

CONCLUSION

Many multinationals in the oil and gas sector operate in hazardous environments. However, 

Mexico presents a unique set of problems. While representatives of the Mexican government will 

never admit that the country is in a civil war, the current level of violence presents multinationals 

with a host of serious and pervasive security-related problems.

Yet, the Mexican government appears determined to stem the tide of violence. That 

determination, coupled with help from the United States, may help reduce the influence of 

organized crime and the host of crimes these groups commit. Until the time that such measures 

take effect, multinationals cannot overlook the importance of security while operating in Mexico.

FirstCall understands what a security risk can mean to a business, that's why companies engage 

our services to help manage risk, assess vulnerability, and provide real-time support. FirstCall's 

security operations center in Mexico, paired with FirstCall's regional knowledge of Latin America, 

allows our clients to quickly respond to events in progress. For more information about corporate 

security services, please contact us at nfo@firstcallcss.comi
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ABOUT FirstCall CSS

FirstCall Corporate Security and Advisory Services is a global business advisory and risk 

management company providing personal protection, workplace stability, and crisis advisory 

services to Fortune 1000 corporate security departments and family offices. With 20 years of 

experience in emerging and high-risk markets plus regional offices in 16 strategic locations 

around the world, FirstCall delivers confidence and peace of mind by providing experienced and 

trusted security professionals. FirstCall provides highly personalized solutions in response to the 

challenges of doing business in today’s fluid, global marketplace.

20+ years of experience solving complex security problems on a global scale

Global capability built through an international presence

More than half the Fortune 100 served

In-depth understanding of social, political, and economic conditions in each market we 

serve

Proven ability to attract, train, and promote the most talented professionals in our 

industry

•

•

•

•

•

Interested in learning how FirstCall can help your company manage the threat of 

workplace violence? Contact us today at

FirstCall Corporate Security and Advisory Services

One Sansome Street

Suite 3500 

San Francisco, CA 94104 - USA

Phone: +1 (415) 781-4300

Email: info@firstcallcss.com 
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